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Motivation:

Tech giants like Google and Facebook, but also comparably smaller firms like Spotify, collect
extensive amounts of user data. This data is vital for generating revenue and providing
consumers services, such as automatic photo tagging or personalized playlists. On the one
hand, consumers benefit from these highly individualized services, which are often provided for
free, subsidized by targeted ads. However, on the other hand, these fine granular data sets can
reveal very sensitive information about individuals, such as frequently visited locations,
personal tastes, or even health-related behavior. Consequently, consumers are becoming
increasingly concerned about firms’ collection of their personal data.

In order to ease the tension between the benefits of data collection and users’ unease with it,
numerous methods have been developed that promise the possibility to analyze data while
reducing the necessary infringement of individuals' privacy. However, these methods also have
inherent trade-offs and might sometimes only be imperfect alternatives.

Goal:

This thesis should first characterize the tension between the usage of personal data and the
protection thereof based on the existing scientific literature. It should then give an overview of
how firms can use customer data without infringing their privacy. A set of technical methods
that have been developed for this purpose should be selected and discussed in detail. The
different methods should be categorized along technical and economic dimensions, and their
potential trade-offs should be discussed in order to derive recommendations on their use.
Finally, it should be analyzed to what extent the currently existing methods can solve the initially
described tension.
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