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Motivation:
Digital advertising is what funds free online content. Central to digital advertising is the ability
to identify and track users. As tracking users to collect data across several devices and web
premises enables firms to personalize ads and measure ad campaign outcomes (e.g.,
conversions), it has become ubiquitous over the past decades. At the same time, the extent of
tracking today has made consumers wary of surveillance capitalism and elicits privacy
concerns. Due to such privacy concerns, political entities have launched various legislative
packages in recent years, such as the General Data Protection Regulation (GDPR) or the
California Consumer Privacy Act (CCPA), to better protect consumer privacy in the increasingly
digitalized world. Moreover, even large tech companies like Google, which announced to stop
supporting tracking cookies in its market-leading browser Chrome by 2023, or Apple, which
limits tracking on iOS devices through its App Tracking Transparency update (since iOS
version 14.5), have started to take measures against the extent of user tracking.
Although the term "tracking" often evokes a negative feeling of an external and possibly
unwanted observer, few consumers know how tracking even works. Especially when it comes
to technical details, many consumers lack the necessary "know-how" to make informed
decisions to proactively limit tracking if they wish to do so. At the same time, publishers of
websites or apps implement ready-made services from tracking providers such as Google
Analytics or mobile SDKs such as Google Firebase to collect user data and monetize it by
selling advertising. While these tools simply offer "plug-&-play" solutions, a better technical
understanding of how they work could enable publishers to make more informed decisions
about which provider to choose or any alternatives.

Goal:
The goal of this thesis is to provide an overview of the technical foundations of online tracking
techniques that are currently used in the advertising industry. Moreover, the thesis should entail
a specific case study of a tracking service, e.g., Google Analytics, in which the author describes
the functioning of the specific service in detail. In general, the following non-exhaustive list of
questions provide a preliminary, yet fruitful starting point for investigation:
What is the role of tracking in the online advertising industry? How can users be tracked
online? What is the extent of tracking online?
How does tracking work from a technical perspective? Which tracking methods exist
and on which kind of device (mobile, desktop, CTV, smarthome devices …) are they
deployed and in which fashion? How can consumer profiles be created using data
points from different devices?
How do consumers and/or firms limit the extent of tracking? How does the limitation
work from a technical perspective? What is the motivation behind these deliberately
deployed limits?

What are possible effects of limiting the extent of tracking online? Given that advertising
funds free online content, is there a tradeoff involved in limiting the extent of tracking for
the sake of online privacy?
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